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CONSEQUENCESOF UNMITIGATED RI SK@

Reasonsfor Control

Dept. Of Navy

Problem
Disbursements

Risk: Operational,
Financial

Ford/Bridgestone/
Firestone

Faulty tires/Ford
Explorer rollovers

Risk: Financial, Operational,

Dept. Of Navy
“Lost” Boatsand Engines

Dept. Of Defense
Bombing Accident

T echnoloo

in Kuwait
Risk: Reputation,
Financial,
Public Environmental
Demand
for
| mproved
Control NASA
Space Shuttle

Challenger Explosion
Risk: Technology

Risk: Technology,
Financial,
Reputation

Dept. Of Navy

Tailhook Scandal
Risk: Reputation

Dept. Of Navy

Naval Academy
Cheating Scandal

Risk: Reputation




RISK MANAGEMENT CONCEPTS @
The Risk -Continuum
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RISK MANAGEMENT CONCEPTS @
What 1s Business Risk?

“Any event or occurrence that could
Jeopardize the achievement of the
organization’s mission.”



RISK MANAGEMENT CONCEPTS @
Types of Business Risk

Environmental Risk
Operations or activities
adversely affecting the
environment

Operational Risk
Operational policies/
procedures/instructions
do not sufficiently
control businessto allow
achievement of mission

Human
Resour ces Risk
Management and staff
not sufficient to meet
needs and mission of
organization

Reputation Risk
Negative public
opinion

Technology Risk
Systems and technol ogy
tools, in design and
operation, do not allow
achievement of mission

Financial Risk
| oss of assets or

available operating
or capital budget

Strategic Risk
Mission/strategic plan
does not support overall

DON objectives




RISK MANAGEMENT CONCEPTS @
A Common Framework

Though risk thinking can be
viewed as management
‘common sense,’ it Is not
often common management
practice. Therefore, a
framework and
methodology creates a
OBJECTIVES systematic approach to
Identifying business risk and
controls to manage or
mitigate those risks.
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RISK MANAGEMENT APPROACH %
Basic Risk Management Strategy

B. Identify, assess,

A. Environment monitor, and report
on risks impacting

A ssessment the organization

and mission.

A. Review strategic
perspective and
internal and external
environments.

D. External C. Control

| \/alidation A ssessment
D. Obtain external

validation. Implement
recommended
improvements risks.

C. ldentify, assess,
improve, monitor,
educate, and report on
controls to mitigate risks
to the organization and
mission.



M anagement Control Program (M CP) Assessment Framewor k

(A)

Self-Assessment
of Business Environment

EXPECTATIONSBY COMPONENT

BUSINESS
A Ssessme

Self-Assessment
of Risks

C PEgE A

ontra
A SsSessme

Self-Assessment
of Control Activities

Audit Testing

1. Strategic Per spective:
a) Mission, vision
b) Vaues, philosophy

2. Internal Environment:

a) Culture, attitudes

b) Organization structure

c) Authority

d) Human capital
management

€) Strengths, weaknesses
(e.g...resourcesand systems)

f) Assessable units

g) Risk Categories

3. External Environment:
a) Customers, competitors
b) Relationship with key

stakeholders
c) Business partnering
d) Business opportunities

1. Risk ldentification:
a) ldentify risks
b) Analyze
c) Rate risks (high/low)

2. Risk Mitigation:
a) Develop strategies for
managing risks
b) Implement Strategies

3. Risk Monitoring:
a) Continuously track risk
mitigation efforts
b) Monitor business
environment changes
and impact on risks

4. Risk Reporting:
a) Determine and formalize
reporting levels
b) Communicate internally
high risk issues
5. Internal certification/
validation

1. Controls I dentification:
a) ldentify controls

b) Rate (assess) controls
(Vital/Non-vital)

2. Controls I mprovement:
a) ldentify deficiencies
invital controls
b) Develop correction plans
c) Implement action plans

3. Controls Monitoring:
a) Measure performance
b) Resolve audit findings

4. Education and training

5. Controls Reporting:
a) Determine and formalize
reporting levels
b) Communicate high risk
issues (internal/external)

6. Internal certification/
validation

1. Validation(based on a

two-prong approach):

a) validate the results of
risk and controls
self-assessments

b) Assess corrective
measures

--—-0OR---
c)Test vital controls

2. Recommendations:

a) Improvementsin the
sel f-assessment
processes

b) Corrective actions if
deficiencies still exit.

3. Implementation of
recommendations.




RISK MANAGEMENT APPROACH

M anagement
Controls (MCs)
Assessment

| dentification of Selection of Risk Areas Selection of Control
Business Units & Areas

Development of Tests
Matched to Controls
Facilitated Control
Sessionswith Control Testing
Command
Evaluation of Results

External
Validation

Program Participants

Education on concepts of
Business Risk

Education on the nature of
Internal Controls

I dentification of Command
Mission & Objectives
Facilitated Risk

Identification Sessions
with Participants

Facilitated Control

Sessions with
Command L eaders Report

on
Facilitated Risk Controls
Identification Sessions
with Leadership

Statement
of
Assurance

M Communication of the
y Control Profileto
Leadership

Modification -
Communication of the Development of
Risk Profileto Internal Controls
Command L eadership



RISK MANAGEMENT APPROACH
Assessment Tool: Risk Map

ABC Corp.

Business Area
Procurement

Risk Identification and Assessment Summary - Risk Map

Financial Reputation

Facilties Management

Construction

Logistics: Transportation & Distribution

Credit

Organizational Protection

Corporste Finance & Accounting

Treazuryinvestments/Foreign Exchange

hlarketing

Governmerntal Affairs

Public Relations

Mewy Product Development

INFRASTRUCTURE SUPPORT

Product Testing and Evaluation

Laboratory Managemernt

Quality Azsurance

Information Technology Operations

Strateygic

Technology Operations

Information Technology Developmert

Remate Data Center

E-Business

INFORMATION
TECHNOLOGY

Web Operations

Organizational Development & Training

Benefits Administration

Recruiting

H. R. Regulatary Compliance

Labor Relations

RESOURCES

Compensation

RISK RATING LEGEHD:

Human
Resources

Environmental

BTN mooeraTE

FINAL
RATING
HIGH
LOWY
MODERATE
MODERATE
MODERATE
LOwy
Lo
MODERATE
Lo
MODERATE
MODERATE
HIGH
HIGH
MODERATE
MODERATE

HIGH
HIGH
MODERATE
MODERATE
MODERATE
MODERATE
MODERATE
MODERATE
LOWY
MODERATE
MODERATE



RISK MANAGEMENT APPROACH
Assessment Tool: Scatter Graph
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High Probability
High Impact

PROBABILITY

Business Units
1 - Procurement
2 - Facilities Management
3 - Construction
4 - Logistics
5 - Credit
6 - Organizational Protection
7 - Corporate Finance & Accounting
8 - Treasury/Investment/FX
9 - Marketing
10 - Governmental Affairs
11 - Public Relations
12 - New Product Development
13 - Product Testing & Evaluation
14 - Laboratory Management
15 - Quality Assurance
16 - IT Operations
17 - IT Development
18 - Remote Data Center
19 - E-Business
20 - Web Operations
21 - Data Security Administration




RISK MANAGEMENT APPROACH %
Embracing the New Role of the Internal Auditor

Definition of Internal Auditing

|nter nal auditing is an independent, objective
assurance and consulting activity designed to add
value and improve an or ganization's operations. It
helps an organization accomplish its objectives by
bringing a systematic, disciplined approach to evaluate
and improve the effectiveness of risk management,
control, and gover nance processes.

--The Institute of Internal Auditors



NAVFAC PILOT PROGRAM
Overview

A Pilot program centered around Enterprise-
wide Risk Management Program currently

used In private sector organizations.
3 Objective was to provide value to the

Command and meet the requirements of the

Management Control Program.

3 Pilot selection focused on a Command with

many private sector type processes —t
NAVFACENGCOM was chosen for t
program.
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NAVFAC PILOT PROGRAM
L essons L ear ned

I Need early involvement of “Top
Leadership”.

3 Timing within the life of the organization is
Important.

[ Need consistent commitment to the
program.

[ Need more intensive training prior to the
facilitated risk identification session.

4



NAVFAC PILOT PROGRAM
Benefitsto the Command

3 Vauable process to focus management attention
and create dialogue.

3 Allowed focus on risk areas within the

organization which are normally hard to address.

O Increased awareness of Interdependencies and
management systems.

O Expanded the scope of review to broader
categories of risk beyond financial.

O The ultimate benefits will be realized by
Implementation of recommendations.

4



NAVFAC PILOT PROGRAM @
Coststo the Command

3“New Process’ - Integrated within our
Command.

O Time - Involvement of Top Leadership in
various activities from 1 day sessions to
several half day meetings and on-line
activities.



RISK MANAGEMENT OPPORTUNITIES @
Another Look at the Risk Continuum
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RISK MANAGEMENT OPPORTUNITIES @
Success Stories-- Y2K from the DoD Per spective

External

Validation
DoD wor ked

Controls

A ssessment
Controlsnot in

Risk
Assessment
Probable collapse

Risk

of computer placeto with Audit R .

systemsand mitigate Community M |t|gat|on
services due to problem; thr oughout Avoidance
technology flaw =>» Controls control Systems and
Technology risk redesigned to impr ovement Services

Financial risk mitigate/avoid :

I Ocess
Environmental risk problems P continued to

Strategic risk
Human Resour ce
risk

oper ate



RISK MANAGEMENT OPPORTUNITIES @
Success Stories-- Centrally Billed Accounts

Risk Controls External

Assessment Assessment Validation _

Payments not Controlsin place Monitoring of Risk
made due to not adequate Performance Mitigation/
technology to mitigate Measures Avoidance
incapable of problem;

meeting new =» Procedures

requirement and controls

Inter est, and
payment time
decr eased

Technology risk
Operational risk
Financial risk
Reputation risk

redesigned
to mitigate risk




RISK MANAGEMENT OPPORTUNITIES @
Risk Management: The Wave of the Future

O General Accounting Office —“Internal
Control Management and Evaluation Tool”
Exposure Draft (February 2001)

OdAmerican Institute of Certified Public
Accountants and The Canadian Institute of
Chartered Accountant —“Managing Risk In
the New Economy: Risk is about putting
the odds in your favor”



RISK MANAGEMENT OPPORTUNITIES @
Making Risk Thinkinga Common Practice

“If we just thought systematically before we
Implemented It, rather than after the fact, we
could have prevented many problems...All
the facts were known to us, we simply didn’t
have a thinking process that would force and
guide usto examine it early inthe game.”

-- Excerpt from The Goal




RISK MANAGEMENT OPPORTUNITIES @
Begin Assessing Your Business Risk
Management Today

To obtain further information about Business
Risk Management or the Business Risk
Assessment Pilot Program, contact
Gil Gardner, ASN(FM&C),

Office of Financial Operations

(202) 685-6727
emall: gardner.gilbert@fmo.navy.mil
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